Panduan Konfigurasi Transport Layer Security (TLS)

A. Konfigurasi Transport Layer Security (TLS) pada Internet Explorer:
1. Buka Internet Explorer
2. Klik tombol setting di pojok kanan atas atau tekan tombol Ctrl+T,

kemudian pilih “Internet options”
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File 3
Zoom
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Frequent Add site to Start menu
View downloads Ctrb+)

Discover other sites you might like

Reopen closed tabs

Start InPrivate Browsing

Manage add-ons
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Compatibility View settings

Internet options ]

About Intemet Explorer
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3. Pilih tab “Advance”

Internet Cptions | ? ®

General |Se11.|.rity | Privacy I Content | Connections | Programsl Aduancedl

Harme page
@ To create home page tabs, type each address on its own line,
a
https://megaweb.bankmega.local/ -
IUse current | | IUze default | | Ilze new tab
Startup

Start with tabs from the last session
(@) Start with home page

Tabs
Change how webpages are displayed in tabs, Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on exit

T T

Appearance
| colors || Languages || Fonts || Accessbiity |

@ Some settings are managed by your system administrator,
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4. Scroll ke bawah hingga menemukan “Use TLS 1.2” kemudian di
centang apabila belum.

Internet Cpticns
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| General | Security | Privacy I Content | Connections | Programs | Advanced [

Settings

Enable memary protection to help mitinate online attacks™ »
Enable native XMLHTTP support

[] Enable SmartScreen Filter

[] Enable Strict P3P validation®

[] send Do Mot Track requests to sites vou vigitin Internet E
[] usessL 2.0
[] usessL 3.0
Use TLS 1.0
Use TLS 1.1
Warn about certificate address mismatch™

Warn if changing between secure and not secure mode | =
Warn if POST submittal is redirected to a zone that does n
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*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Peset. .
condition.

‘fou should only use this if your browser is in an unusable state.
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5. Kilik tombol “Apply” kemudian klik tombol “Ok”
r—Intv.=_'rnvaet Opticns | ? 8
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| General | Security I Privacy | Content I Connections I Programs | Advanced l

Settings

Enable memaory protection to help mitigate online attacks™® »
Enable native XMLHTTP support

[T Enable SmartScreen Filter

[7] Enable Strict P3P validation™

[7] Send Do Mot Track requests to sites you visitin Internet E
[] usessL 2.0

[] usessL 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch™

Warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does nl_—

-
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*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. =

You should only use this if your browser is in an unusable state.

| ok ||| cancel ||| apoly |

6. Tutup semua tab dan tutup Internet Explorer
7. Kembali ke halaman www.bankmega.com

B. Konfigurasi Transport Layer Security (TLS) pada Google Chrome:
1. Buka Google Chrome


http://www.bankmega.com/

2. Klik tombol setting di pojok kanan atas atau ALT+F |
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C G Search Google or type a URL r ﬂ

Gmail Images 3%
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Q Search Google or type a URL

3. Pilih Setting
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4. Pilih “Advance”

Settings Q, Search settings

- People

- 5 People

B  Autofill

@®  Appearance

Q,  Search engine ~ . >

BN  Default browser

Get Google smarts in Chrome
() onstary . . Tumn on sync...
P Sync and personalize Chrome across your devices

Advanced - Sync and Google services 3
Extensions &z Chrome name and picture 3

About Chrome Import bookmarks and settings 4



5. Pilih “System”

Settings

s People

People
B  Autofil
@  Appearance
Q Search engine ~ .
BN Default browser
Get Google smarts in Chrome
0) on startup X ) Tum on sync...
Sync and personalize Chrome across your devices
Advanced - Sync and Google services »

@  Privacy and security

Chrome name and picture »
@  Languages

Import bookmarks and settings 3
¥  Downloads
&  Printing Autofill
T Accessibility

©Or Passwords »
\ System

B  Payment methods 3
£0)  Resetand clean up

A e e R .

6. Pilih “Open

Settings

L People
- E System
Autofill
Continue running background apps when Google Chrome is closed ®
Appearance

. Use hardware acceleration when available
Search engine

g ~ % o

Default browser Open your computer's proxy settings A
() Onstartup
Reset and clean up

Advanced -

Restore settings to their original defaults »
@  Privacy and security
@ Languages Clean up computer 3
+ Downloads
= Printing
T Accessibility
¥,  system

O

Reset and clean up



7. Pilih tab “Advance”

Internet Cptions | ? ®

General |Se11.|.rity | Privacy I Content | Connections | Programs I Advancedl

Harme page
@ To create home page tabs, type each address on its own line,
a
https://megaweb.bankmega.local/ -
IUse current | | IUze default | | Ilze new tab
Startup

Start with tabs from the last session
(@) Start with home page

Tabs
Change how webpages are displayed in tabs, Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on exit

T T

Appearance
| colors || Languages || Fonts || Accessbiity |

@ Some settings are managed by your system administrator,
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8. Scroll ke bawah hingga menemukan “Use TLS 1.2” kemudian di
centang apabila belum.
II-Intlernla-t Opticns | ? 2 .|1

| General | Security | Privacy I Content | Connections | Programs | Advanced [

Settings

Enable memary protection to help mitinate online attacks™ »
Enable native XMLHTTP support

[] Enable SmartScreen Filter

[] Enable Strict P3P validation®

[] send Do Mot Track requests to sites vou vigitin Internet E
[] usessL 2.0

[] usessL 3.0

Use TLS 1.0

Use TLS 1.1

[] useTLs 1.2

Warn about certificate address mismatch™

Warn if changing between secure and not secure mode | =
Warn if POST submittal is redirected to a zone that does n
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*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Peset. .
condition.

‘fou should only use this if your browser is in an unusable state.
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9. Kilik tombol “Apply” kemudian klik tombol “Ok”
© |'\

Internet Cpticns | 2 2

| General | Security I Privacy | Content I Connections I Programs | Advanced l

Settings

Enable memaory protection to help mitigate online attacks™® »
Enable native XMLHTTF support

[T Enable SmartScreen Filter

[7] Enable Strict P3P validation™

[7] Send Do Mot Track requests to sites you visitin Internet E
[] usessL 2.0

[] usessL 3.0

Use TLS 1.0

Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch™

Warn if changing between secure and not secure mode | =
Warn if POST submittal is redirected to a zone that does n
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*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Resst
condition. —

You should only use this if your browser is in an unusable state.
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10. Tutup semua tab dan tutup Google Chrome
11. Kembali ke halaman www.bankmega.com

C. Konfigurasi Transport Layer Security (TLS) pada Firefox:
1. Buka Firefox
2. Ketik "about.config” pada address bar

| Tab Baru ".\k'i'
about:config ¥ || Q ca o8 ¥ & =

@ aboutconfig — Kunjungi
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Klik tombol “Saya terima risikonya!” atau “I accept the risk!”

about:config 8 ‘

& ©rirctor about:config c,‘ N S —— e ¥

[\, Perlakuan ini dapat mengakibatkan pelanggaran
terhadap garansi!

Mengubah nilai bawaan pada pengaturan canggih ini dapat mengakibatkan kan pada i dan
kinerja aplikasi ini. Hanya lanjutkan jika benar-benar tahu apa yang akan Anda lakukan.

v | Tampilkan peringatan ini lagi nanti

Pada kolom search atau cari, ketik tls

aboutconfig *®
&  ©rietox aboutconfig C || QA coi B +$ & =
Core| ts ) x
Nama Pengaturan « | Status | Jenis Nilai L]
devtoels.remotetls-handshake-timeout bawaan bilangan bulat 10000
network.hittp.spdy.enferce-tls-profile bawaan boolean true
network.presy. proxy_over_tls bawaan boelean true
security.tis.enable Ortt_data bawaan boolean falze
security tisinsecure _fallback_hosts bawaan teks
security.tis.version fallback-limit bawaan bilangan bulat 3
security.ths.version.max bawaan bilangan bulat 3
security.tis.version.min bawaan bilangan bulat 1
services.sync.prefs.sync.security.tls.version.max bawaan boolean true
services.sync.prefs.sync.security.tls.version.min bawaan boclean true
Double clik pada “security.tls.version.max”
-
/abuu\‘:cmﬁg x
&  ©Fiefor about:config
Capi: | tis x
Nama Pengaturan - | Status Jenis | Mitai ]
devtools.remate.tis-handshake-timeout bawaan bilangan bulst 10000
network. http.spdy.enforce-tls-profile bawaan boclean true
network.proxy.proxy_over_tls bawaan boolean true
security.tls.enable_ Ortt_data bawasn boclean false
security.tls.insecure_fallback_hosts bawasn teks

security.tls.version.fallback-limit bilangan bulat 3

bilangan bulst

security.tls.version.min bawaan bilangan bulst 1
services.sync.prefs.sync.security ts.version.max bawaan boolean true
services.syne.prefs. syne. security te version.min bawasn boolean true

Ketik 3 pada kotak box. Kemudian klik “Oke”.



| about:config x\"'

&  ©Fircfor | about:canfig e |[Q car e +$ & =
Capi: | tis

MNama Pengaturan - Status Jenis Nilai =
devtools.remote.tls-handshake-timeout bawaan bilangan bulst 10000
network.http.spdy.enforce-tls-profile bawaan boclean true
network. proxy. proxy_over_tls bawaan boclean true
security.tls.enable_Ortt_data bawaan boclean false
security.tls.insecure_fallback_hosts bawaan teks
securitytls.version fallback-fimi bawaan bilangan bulat

bawaan bilangan bulat

security.tls.version.min bawaan bilangan bulst 1 ’

senvices.sync prefs.sync.security ts.version max bawaan boolean true Masukkan nilai bilangan bulat E
senvices.sync.prefs.sync.security ths.version.min bawaan boolean true

e security.tis.version.max

==

12. Tutup semua tab dan tutup Firefox
13. Kembali ke halaman www.bankmega.com
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